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NPXIINT,DOPIN NINXIND YN NNVIX NPT P DOMPYN PP N
.DINNA OXDIPNN DXVITIVON NX NNPIIN, 1D OMVINDT ONIPM
NV Y0¥ DXNINN DI 272 YHVLIN 222 NI XTVT O7Y IWIND NP TN
STINNN DY YT NDA0D

YNNI NNVAX DINN NN NONY INYLN DN MY OMPYN PYIAP  .a
STONRNN DY ON)PNNDY NIPAN NPNHYND

YINN? S TINNN DY YTNN NA0Y NYHD DOVUNNN PTIV OOMPYN PIP L)
.MYWON NONN DIV (MPTID NIV Yy Ma»nnn and) NDA by

I2INNN /) TS IN TIRNN DWW YT NDT DD YNNI IRINK DOMPYN VIp T
.DOUMNMN DPRY DN TIRNN NWID

YT DY NYINRD DIVYITI PIOYND DIMPYN PP 1IN OMN MWN N0IP .0
.DNTIAY NOXNN MY THIRNN

920N NN XOY MYN 19aP HAPY 2900 MO NN INSYY IMY TOINND )
NN NN PONN RINND 21N P AP IAPY

DNNNA,TINNN NPNN SV 120N NNVIND NINK OMPYN PIP 3
DXMIPYN NNON PPOYV MVYN YPAD NIY DI, TYNNI MOLNINN MYITH
STONND PO NIN ONIN

TUNIN, YN NNVAX VPN DY NIPN DO TINRNY WTY OOMPYN PIp  .N
N2V 19N THIRNM DXNPYN 192 . TINNN DY NIPAN N0 N PRD
MNPNRI NPV NPPNI

MY MNP YINA JYIN DXMPYN 192P TN TO2 IR IRNN NPNI .0
2P . TYNRN MOLNNN MVOITA NTHRY RITND NNYON IN TINND
NINIVI DXINDND MW TWAN 1PN DIND DY N GNYd DIMPYN
NP2 0O

PYIAP DY, NN YATN NA NY 931,13 THON DDA DY TN NP D
YT OY DYHODINY DYVIPNN NINNNI NN YT WHNWYNY DOXMPYN
T DY 19D0INY IR TIRNN DY DWNNN DDINN

YIN SANYNI Y10 NNVAR .3

VTN N30 DXVNNN DITNYD YPI MPI1TA YNID IRINK OOMPYN VAP N
NIVYN NPNIN,XPDNTI) DIOOVINDIN DIPINN MDD NA2 , TINNN DY
NPYT2 Y2 IN TIRNN DY NPHN YPI MPrT2 WY NIV 151 HNW
(TOINDD N PIND NIV YT DY NIVINDND NINN

MIVNN 2P YTV P TY MYTIN NNIYND NV YN OOMPYN VIAP .a
20992 DTPAN VINAD DMVINDIN DD DD Y1) NNVIAN IRV 1YY

DY2INY YN OYNM TRX NN MXYIN 21022 XTI DOMPYN PP )
STOPAN MW IN T NTY NYA TIRND DV Y10

mvannvar 4

DNN P PIRNA DY YR TN YONIND DN DIPNNM DN YD N
{1 19Y N9V ,NONM) DN DIPI NN



MU MW 7P - "OTIN TN ‘

T1§2%3 21" 00 Mirnwm iaan

7252 5POY TNXOOYID JANN TIRNN DY YTNN N0 MVIN NIYHN A

YN DN OW DY) NN NI 1PNN N22on (Need to know basis)
IN N2IP NP DYV 1 ND) DDA YW NP MOIYHD NIYINNI DIVIIN
AMINYIN NYPA NN ,YASN DYV IN INN DN DIV Y

YTRN NN 190N NPENI NPT PIRNN YW YN YW DNOVP DPMY )
NN J9INT NONIND

YN YTININ NN ND¥INN NPIN TN TIRNN DY YN SV DIMWP Opnmy .7
TAT 992 YTV IN YD ,VIY DN PRI NTIAY 2IIXD TIY DIWITI DN
.DNONINNDN DM THTINY DY) YINT TIUN

ARNN OOXMIPYN 1DAP 192 NHON/YNY ¥R NYAYN .5

PP 12 5237 9N IN VITVPINRN NYI MYNNNI 1YY XD DVIPTYDPN N
NIV NON ,MWN YPD DXMIPYN 1PIAP P2 IR TINNN DOMPYN
DXMIPYN PP DV WP W OINOY NIYNN TN TDNDMY 293 ,NVAINND
STOINRNN T8N

YTYD MPY 0D (NPXNI TN ,MYP PMY) DOV DXYSNO D OY YN .2
VAP SV YR YWIR Y NIAYNN TN ITHIVY PONNI IN TINND T2
STIRNN TN OOMPYN

909> MANNN NN .NPINI MITH 22X DY 1NN YIN DX PASNY v )
2aPNn T8 T2

TPDVPAN NPINN KTNY W 1IN PAD Y NN MTRY Y PR NPRyN nya .7
.MYNN PAD DY 1IWNNN NPNIVNN DXPMYN D3 DY

YPRPONR .6

W T AUNNA TIRNN DY WIHT YN NNYS IPOY TN W DN OMIPNa N
AUNNN DY MWYPN PION DX IN DINIPN NN PINND

YTNN YD NYAYN XTI DXMPYN PP, TINND DY MIVPNNN DPDA .2
VY .OXMPYN PP ONIVN DY DXPNYNN DI DY MNPNND NPPNN) TINND
VTN NPINN DY (M) TN NHYH

MYVINNDY M%) .7
STONNN DV YTININ N0 IRT OMIPYN PIP N
:TINAY DYPMY NV N NN YD A
THONNN N DMWY POD NIV DY PN PR i

1Y DIWIND DXPADN IY NMDIWN 123 HY 19NN PRI Py i
SPARDN

IWIINN DION NYHIM ,NVIIND JDIND 1IIY» YN YN DDINN DM L)
IPOY TNN D PI

TI9)2 MAXNN MNNI NN JONRD ¥, MIANIN NANN NPT NN .7
Nabaialala

(Business Continuity) mpoy ny»ownn n%on pinnd om»Pwn oap .0
.(Disaster recovery) YoxnN MUYINNM

DY NONND MYVIRNM TPPOY NPOWNT NPIDIND POYD WPAY IRV TIRND )
DY NNYY MIA1NNN NNN DY MIVNN MDAPN M IN OOV PP

w71 ox L, (NDA) nymo
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nYIN NNVAX .8
17PN PNNY TPVININ NW)I DPPINKY N

Y DXV PP NN DN DXTNVN DMIPNI DYDY MIRNN NNY DIAN A
TVIN-ON DY 1NN 019355 IN DIV DXNIYVN MNP NP YNID N2 KD
D»I5VN DXV NN DIMIPYN 1P2P PN NI NIPYN D20 MNINN NNN
JOND NP DI — TIRNN/PINNDT NYIND

M2>20) M1 MX2DN TINN TIRNN DY YTNN DY MOWINN N2I00 )
YN DMV IN NYN DY DINDPD DNNND TN DY, (1) MP>T2 ,MNd9
STORNN DY Y701 DOWININ

VIDOY 10D, MINYA P2 1OV NTIN NNIVAYN NF PIYD MDTION” VTN LT
.N2>20 Y59 N (Switch) nwpn miona
.12>20 NN N2 P71 7N VLAN nsrsn
RN PN MPPTI/MNS MDY DIYON MDA0N P2 PYHHR MNP )
OSI 51ma 7 1Y Yy nomn oy (Firewall) wx nnina vinow mysnx

M2 NYHN N2OY D»X90 0PIN NN TN (Application Layer)
20 012

P ()HNVI NIV NIPA NDAD) NNV NPIIWAN MDA P PYNN MNP 3
5T 7 MY Yy NN oy (Firewall) wx nmina vy mysnn 100
VNN NDOY 0»x90 oPIn NN TN OSI (Application Layer)

(Any-Any => Allow :11»9) firewalla (9133) 59219 QYA OPIN DITID N
CTON YRNWNN DI HY YN DNVIAN NIIAY NN

|

Chine of Supply — npaoxn vy .9

TAINND DX PYND NIPON NX DNNXD 7N DY TIT 952 Dy OOMIPYN PIAP N
PTIPOON NIVIYY MOPNND TINNN NWIY 92INNDN /) T8 DD N

DYPODN IN DY MWNN MDAPN M1 IN NXIN YD DIMPYN PIAPY yvn oy .2
MT 7Y Y 19IND TINND OIMPYN VAP YT 13 NOPNNY 10DWN) 1YY
D3 DNN TONNA M NNHIA NYY 532 DITHINN IYPN IWIND MV
DTN

YTIN D NN OMVINDT DM NOIX MYNNINI) AN TYN OMPYN VAP L)
YV M TINNN OY ININ GRYN NOPNNM 2T YTINN OY INIVYIL NINNDN
VAT OX ORIV PIND DMV TID THDINY

YN N9pa 10

YHYAY SN WHNWNN DY MNTIN ADNN TINNN DY YNNI NIIA0Y Dvdn N
S1252°poy TN

PNYTO TNNNY MINIPY 2991 YPOYN TN OXNNINPY WHNWNN MRYIN .2
(vLeast privilege”) »mnwan o (Need to know?)

99012 IXPY (NIIVN HMIN : DWND) MPIN MNRYIN DY WNNYN NMavN )
DT DV WITIN YO0I»NN

YTIND WNRNWN NNTR NNPY TINNND DY YNNI NDA0O YN DM Hoo .1
.(user ID)
SNON TINDD DY YTNN NI202 GNIVH DAVH INOINNAP PNIVNI WIdIYD .1
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DXMPYH TIY DINVYP DN TPON ININM IN IATYY DT DY mMnavwn - )
A90I2 N INON [ THIRNN N2AY

NN MINNPDD NITHN .NMPIN MNNDDID DY NPTH NON DMPYN PIP 3
THPYNRI NNX NMIX MNST 1210 RO TUNRD MIDNIND DONN 8 TIINI MND
Y0791 WNNWNY PN (*&A%SH@!) 12701 NN NI9D ,MVP NN MIN (NDYT))
.D1591) DXDIDT IN MK NPMN/MNIV0 NITO N (PIYV 3.1 ,0W) WHNWNN

TINNN DY YTNN N2205 (Remote Access) Pinan nwna mHannnvs  .n
FA:) oysnx »wa mnTin 2»nm (SSL VPN : 7unb) 19811 \1ya ysann
OTP: mabnnn nyant Mmxnoo Ywnd (2Two Factors Authentication
.One Time Passwords

8P MNNM OONIY NNVaAN 11

N2>202 YW N¥PN NNNN DXNIYN DI IR PTO NOYP DOMPYN Dap N
MO2PNN MXONNY IX DI MNNND OXNN, TINNN DV YTNHN
NN 120N - MNINDN 120N TIvn MxdnM (Best Practice) oynna
20 ONTPR DND

DY¥INI DPNRY ,NNITII DX, 091N ,DXVNI ,OOMPY ,DOMY» .2
.DYNIYNN 1D IR IPVID INDN» ITNNY DOPOYN DIVIDIYI) MDD

N2>202 02571 952 YINN DV TNNN NI MNNDDDI NNAVNN DD )
LMY NNVYPN 22257 ,MIDIN 22507 ,NHYHN NIIYN) TINNN D W Y 1NIN
DY DXMPYN VAP YW DOTIY MNIYN 1IN DMIPNRIY ,INON IN IO
MPIN NMINNDYD

MOIYNM NIDIN X570 (AN N CVSS: 7 118 9ya) D»VMIP NNVANRNDTY .1
DMIDIY TIND IVIANRN YD TIND NPNY ,THINRNN DY YTHN N2X202 NOYOIN
TY PN OOY) DMVIP DIRY DMNITY .0 30 TIN IN1N DI 008N MY
DY) DXVYTIN 3 0 ININND XY TN 20 1 P19 TN Npny (CVSS: 6.9
Rulalval)

DOYND DN OIMNITYN YD MNVN MDIYNN 7N MYINRI NN DY) MIND .1
NN TIPOND (WVNRNWNI NPNN NN IN TPHNITN ,NPIOV) DOYI9N IN
.MS502

P DXMPVN POD Y MNdS MIA0 OTIP TN DNITYN DD IpPNn )
NIND DD NITYN PN NYIN PN D NN DIMPYN PIDY INND
TNV PN MNNONN

NOIWDD TPYA INYNNY MUY O T AUNOVIP NITY OMP 1A NIpNa 3
VAP 5V, NITYN NN PPNND 01010 KXY NN YINOW IN IMIPNN MAPY2
TY NITYN PAD IR/ NIIWNN POD DI THINND 91 APYN YNIY DONPYN
.Workaround 1719 1N 1102 NN NITY DIDIYY

MINNY DXNIYN D92 NPN NYINTT NNDIN NN NNNY DOVMVIN DD .N
NN DD NMIDTY XTI DNV PP . THIRNN DY YTON N2¥202 NNPN
Ny voa

N2>205 NMMYPN NXPN NNNNI NN NIPNN DY MO MIPAIMIVY» .0
(Application Control) xnn Sv y1nn

(Auto-Run) n¥pn NNNNAY DXNIVI NPVMVIND NIYONN NNON DONPN D
I8 NINTIN A DY PNV INA NIPAN MDIYN 7Y DIYITIN DYDY LYY
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, 0N XMIaNP MIpa ,Personal Firewall byay nypn nunna .8
ANYVN M IN DINPYN PIP NPINNRID) 2TDN NIWN DIONNNI DXVOY)

PN NP WIndY .12

TPONN NI2YY NPINI TN P TR YIDY INY PIRNND DY YNNI NI01 N
(V70N N2>205 DNDION DIV ,DI8IP DY NI NPXID) 71AvN DY

DNNNA JONIN MIDNI INDY TIRNN DV YT NDDNN NP MTN A
.DINNA OINOMINN DXVITIVDD

7992 MO .13
,DOXNIVN DY NOYANN NIIYN : DIYIPN N 1NV MNAD OININ DO N
(01 1-03x  Firewall) y1nn nnoax »2mmn ,mwn NHONPIYON
;1NN D30 OINAN DIWYPNRN IR DD ORI ND .2
DV 0NOXIN (Login) moaynd nwn nuvo) i
NN MPIINN i
9173 MNWYIN DY WHNWN 7Y YA N9Wa Y5 i
INVAN DYWHINWN D1 PN NYIIAY NS DS iV
YT NNVAN INNIN MY INNY DN PR .V
: TINON Y95 DINIAN DXV NN DIWID W PR DI MY )
17a5a 10} ARATR L SN
nywy PAIRN i
NYNIY NWIN/MPRD MNP i
MNAY DXWTIN 6 TWNY 1IWIN NON NN iV

,DXWNNYN Y D NY DY NPINN IN NV DMPY NN JWINTP XD .V
217 MNXYAN YDy DOWNRNWN M0

NTY OMNON HY MVMVIN WX NT NPPD YNIAN IWOND NN Vi
.DOPIN OWNPN

DV INNN MIPYI9 08.22

Y PNV WITIV 293 NI 1PV IR VPN PPN TYN NNIINM MIIWNN
DOWN/MINNN 1IN

V2PN IR PHRIND MOYID DIRY IN DIDIRNND NI/DINT NMIPYIIL VINIY I NN XD
ANNpnn N9PNI)

22PN Y IWTIN PHRTNY INIDNI D) DIV VPN NNVPN TONNL MDY NNPY
N0 MYY NOH

NYYIN DI RTND 12PN DY .PNIND NIONN DPN P DD DI 1P 9PN
170N DY NITY DOWTNNNIN

N 5y NADN MYY ROY 1DAPN 7Y DINTAIVTING ,ININD DIDYY MIVAN PRY NPV
MPNNN OPN R HYIHA NPDNN OPN NN PPYIIN NNPN NIDN DX PRI PIDY

PRVIN DY NIRDN MYYIAS 1712y NNPYIIN DI D 192PN NIV VPN NPDN DY

YN MYYAN NIAYN VINDONND PHRINY DIVNY NRXIN YD1 NRYD 29NN Dapn
RpiakyAp)
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P73 OOIYIN OININD 08.23

122NN 7NT NN MTIAYN VINID DNINPIN MO IR PRI NPIND DY DX DIAPN .8
P
DYPNV IPNNY PTIA OTINMI DNYNN NN DY NPT 02PN PHRD NTIAYN NNHYN DY .9
.DOPTIAN 7Y IPNND DY NAON INJIAPI TY MPITI2 NNV NP0 70 T 1PN MNn 551
IN/Y NP INA PINNN MY NPYTAN ©IPNA NN NN PTIAN OTINNDM >’NN MPrTa .10

2UNN NTIAYN .0 HY WITYW DNPINN 9 NKAN 92PN NN MM 1IN PRI DY)
PRYRM PINNN MY 1) DOPTIAN MY I NIWIRY NN P NI

NDY NTIAYN NN D10 DNY DININRNM PTIAN OTINNN ,2NYNN NN DY NP>TIN 11
79932 Oy OOV

1N N9 08.24

A209Y DN IN NPIRY .NNN IN2Y NIDIN D3 KO NNNOWN DY TTHIN NTIAYN 1
,D272 : 100 NYN N YD DX D) DXID1D MMNON NNOPWIL DXVNHNN NTIAYN PPN
/79932 DM2Y DY KDY DY DD MDD ,0PTNN ,NOY

YPNN NPY DI RID DXIMIND INA TRNNN PON PADY MDD NN MINYD IV PIINN 2
.DXDYON AN HY NTNN

MOvYN MMAY/QINN DXPN .3
%907 2UNY 39001 NNONIIOX IWYN IS INANTIAY DD N

970 29 DY MO¥TY .91 DXDOYON Y02 DY 1AWIN MPIN MTIAYN PN .2
: DNYON

NP
NN 10 HMHND INPA NIDTYN INDI PNPNVN N%2Y OPT NN i
A92PA Y WD PN MY il

NN NN XYY Y PRIND NIYIRD NN MMM YIAPN viHN LIV
VDN DVINNN N7IND DD NNNY NWY TUN YT NN NN PNNY
AN YT TN NMNN INAN NYNN

:192p N9 08.25
.Y 52PN N02P NN DO NN D PNNN DD .1

LPN9N NN DN HNN NNIYNRIN MY NPINKRD NIPNY MTIAYN MO TONNA 2
G0N MY IN/Y DIPYN D WITTY ONYA 1DaAPN PR (TYVNN ININIY 29D) PHRIND 1Mool
INAY VTIAYN 1PH2 (MPY IN MPY) MXXIN IR (DXPY IN DYPY) DX TOINN YINY
MY NN TNSD DOWH WIT IN DIV 92PNV INWYDI 7) 18D DMDYNN IN/ DPONN
L0PMM90 NYDION NPINNI MDDOY NITIAY YIND IN

:NIWNN NYNVNI NI97N 08.26

5¥ N212) NYYONI VPNIAN KV MDIWNN P2PYONI NPINND INY DX T Poon .1
Y TRDNI MINHD MIIWNHN

APINA WNHOIM NPMNY MDIWNT NPTV 1PV NOYON MINNN POD> PAON 2

D97 N/ NPMIN DY TN MIPAITY TINNY IPNDOW D200 NOYONT MNIN

TIAINNN DYDY PRYN DX NXAND 1DAPN DY NAIN DM NPND DY NIPNIA . THINRNA DNDYP
05NN NYAP TINNY DTPNA

w
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n9ap INan 08.27
DIYNININ DIYNNND DI NN INYIIT M7aY  PRYIN DYOLN NPINN MUY PRy’ Paon .1
IN PY PN PIDNN WITTY ONYI NPONT IYSIAY NITIAYN NPYTA NPN TIIND
VI IN,NMNNNT ,NMIDND OXNNA YA XD TUN DIDIAN IN NTIAY DY NN
NP Y VAPV NOPN TIN NPT MIXNN NN YIS 21N 7P PAOM Y901
20 ,07INN VY TYNRI YTINN YIPN 71PN PRIINN DYLN PINNN INA NPINN 2
INYTI ONX,MINNY PONIN NDDIA PADN NTIAY NN PIOAND IR KN ,MININ 19N NTIAYD
MYITO DNNNA NPVYI NN NN
NIPN 922 .NTIAYN 225V NYAP 2D MYIPN NN NPINN 7Y MDIYNY MPITIN .3
MY NPINM INA PN NYY MYIITI TINY XD PIDN DY NTIAYN 22A0WN RINY DI 1DWY
TNSO MINN MPITA MYSIAN DNPINN VINA INND P NPT NWIIT D 1MAVN DY) POON
.NTIAYN 22OV NNOYN NN
NYNANN NN PRI NN MONNYNI NYAP MPIT2 MDY NTIAYND D2
NPON/PNIAN MY PAYY , 050N NITA DV NYAPN MPXTA NYA NN NPYY DO
DT OMIYIN DMPION DD DX IPNY PADN NPINNIA

YITID NPIN OMPOION DOV RTND XTI NIDIN NPITA TN ,0MP0N NPXN DD INKRD
NPONN/PHIINN DY NN mvu\vb

- R NN

LIS MYV INIPN DN INTNY INNRD NOIWNN NYAP NN VITUNY 1IN IN PRTIN .8
NMPN DN NYIRN NPON DY ,MIAYNNN 10X TNND PADY 101 NYAP dPTIN IIYN NMYOINR
JPINNRN

S PRVIN DYLN NPINN Y IYNINOPY MPITIN PND .9

,13 07992 YNNIV 19D YITID INNNRNN NTIAYN YIXT DN PTI» N2 — ORI NPT .10
T2V NLY PPN VDY IO DD

2191 DIVAN, D925 MY, NPMNY DYVYI9N 9 218 )ND) NN — NN NPT 11

MNON YTIN DI HYINT POV TPNN NPV — MMND NP T2 12

IV92 MPMNY 293 NOIWNY INNDRNM TN NPT 13

PNV NOYIN NPYTA .14

PN N0 NYap MPr1a 08.29
DIV PHRTHN Y MTID NN IPTI NNYY NIAWN NIWN IN T TP VMY .1
PINRD NMHPN NOPNN DIV MWD ONYAP
YTYD2N YW 179Y) NNDINN DY NIIVNN IN TPNNY ININAIDONM "NYIAPN MPrT2” .2
Apnnn Sv
M1 122PN 7Y POV NIIWNN NONNT DN PITAD MTYPR N22PN MP>T1a 3
.1IDINN INDN IRY) 2DVN VI
D»HNINM DIV DIYNNIND DI NN (VAT ON) PNINY PIOY 92PN NPINNA 4
D5 19) NPYTA 09V ,ITY MIDIAN ,NWIN NPT TN DD ,NYAPN MPY T2 MINAY DIWITITH
MPYT72N DINA PPIAPY 1IN DIVIANM TSN

IMYID NIRYDIN MINNNANN I NN INYIIT 29T PNRIY P 10apn NPINKNI .5
JT9) DOV DINNI,NPINN ,DOVIVIY , 070797 : PNID NYAPN MPITA WXL TN NYIVTM
MP>T2 YNID PRI P71 ORYI (NINK TIT PR IYND) DX1PIN) DIDNDN DIPNI .6

TP 25N NV NIPNA /T IRD) NOPY IN D2 S TINN/ANP T MDD " 1711220777
DONR MPITIN IRNIND WY VI 5D MP>TIN DINI MIAVN DY PN PPN
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MpP>Tan Mnn
MYNIINY NYIAPN MPIT2 VI oMY
JOON NPT .
JOORIEPNS NPT .10

D)L OOVI9NA NTNY NPT 11

MMPNINR,MIPN 190N ,XNY MPYIN M) OTINN : NIIWNN DY VIN Y090 NP TA 12
DY NOIYNHN

TPNNOLPN NPPTA 13

NOIWNN DY NP DLW NP>TA .14

N VIV .15

507N TIWNN NVYL .16

219N YYY MNXID NYAP MPIT2 YIND IX POINDY N NIV WY IRV 7PN PHRINN 17
20991010 MYAITY MY INYID 10DV NIV INA TPINY XTHY NIVNI

PPN NPON M7 .18

DY MYT 7 )00 177200 A7) 7 TIND IR THYA, PRI INA PINNN NN MPrTan 0PI .19
A22P5 901 MTN JMMIRNIN WY MPI1TIN DI V0N

VAT MNINND XD IN/Y MPADN XD INA NPDOYW NDIAP MPITA MNSIN DV NIpNna .20

NOIYNN NN Y1 THONN NDAP INKRD DM 14 GUNRN ININY XD WATIN DN PNY Poapn
NN NDap MprTad
PHRIIN T DY NIIVNN NDAP SN NMYNYNI NDIAPN MPITA2 DIAPN DY NRDN NTINY ON
LONNN2 MOIP VI PRYID IWIRM

NT2IVN MYV HNAOV MININA YD IDYINN 1350 NN TP DPY> PIDN .21
P2WAN MOPN JY MI2INNA MITHINN
NPOONY POON MAIND PNYDD NYI) DIV D3N NYAPN MPITAI NPINND ININL PN .22

IN,IXINA NDHN’ ONX INWID TN DI 532 )INN DY NINRIN NPINK TIN NNI DY PPN INN
INOYAN ININA,INIIN N NTND NAPN ,IMNT NJIYIN 1NN DX, IN G0 INYID P
DM TINN

$APNHN MY

P90 12 DY MNY DNV 36 HY NNPNY NIIWNY DXYNY MPY PO 2PNNN poon .1
(PRI PAODN P2 NI DNN DX) MIYN DIDN ININ 29D THNN

Ma%vWN MM . NADN NINNN XOY DXON) MY PADY PIDN DY NPINKD NNPNI 2
MAYY NP NANND NWIT 17202 MNDWN MVN MOV
MW ORI T HY NDY NPINNN MIT D02 MOINN DIY INNNY MY PODY YT PaON 3
NYIN

DT V991Y ONNNA YN 1PINNY TYUNM 293D

92PN NRMM NPXHN TIND 9apn ov
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NV MY —9 P9

M2 MNNND ONXA MNNRND OOV, MO0 NP MVIT PN .1
DIOTIVNN ININTIND NPV MTIAY — 09 PI9,M2 MTIAYY YD55N VISNA

YDI991,0°0NN DNMINRIYIN DNPNI MOLMNNN MXRNNN DI N ,qoNa .2
JIVINOYOD NIDINDY PINIYIN DNOPNN NON

N5V YVNPT DPIN DY N,V NV ,DI) NV PNIN NPV DY .3
YIRS NTIAYN YN WIPY TNPND VN 19D MM 1NV DX NPVLID IN)
NPoN

OXNVVY NION

DIPIANY DIIN NPIRY NPNIN DY NTNYH NTOPN TN NPV ypIn ndn - .1
190N, 073N OXNN DIVIX ,NYM NIDIND ,NVYP OVIN TINN, DINPN
LDNDVLYY PAND NVPN M NP, Y TH DOPOHN DINLY

PMIYY NPYP YOIN DXV DDA INNDY,IPA MNON YD NN OINDO v .2
DIVIRN MY 27y DY VORI DINN NN DINDD MNA PN 10

YD NV MIVY NV NYIAND 2OV ¥ ,112aD 11V P VHIaN MNNL .3
NAOV TINA YAVIN NWIN .NINAY K70 20 2NN POPONI NTNIY IOIY
N2
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Specifications

Scope of work:

1.1. Design the Bar Screen an Conveyour according to the existing pumping station and
taking into account the details for the civil works of the plant.

1.2. Supply the bar screen with all its accessories and support systems needed for its
operation. Including the control panel.

1.3. Supervise the installation

1.4. Commissioning and start-up

1.5. Operators training and supply Operational and Maintenance manual

Delivery time:

2.1.24 weeks from work order

2.2. Equipment approval — 4 weeks from work order

2.3. Drawings approval including all civil modifications (if needed) and electrical drawings
— 5 weeks from work order

2.4. Supply the bar screen to site — 20 weeks from work order

2.5. Commissioning and startup — 4 weeks from supply to site.

Technical specifications:

3.1. The bar screen dimensions will suit to the existing opening in the pumping station
building. According to drawing xXx-xXX-XXXX.

3.2. The waste water channel dimensions and the bar screen room dimensions according to
drawing Xx-XXX-XXX

3.3. The bar screen will be vertical with front cleaning type RCD

3.4. The waste water will be municipal raw waste water with no pretreatment.

3.5. The channel dimensions: W = 1,200mm; channel depth = 1,200mm; top water level in
the channel = 1,000mm; bar screen rods heights from the channel floor = 1,932mm

3.6. Height difference between the bar screen channel bottom level to the operational
surface = 9,600mm.

3.7. As there is a great distance between the channel and the container, both sides of the bar
screen should be closed so nobody could reach the rakes and be damaged.

3.8.Once the height of the bars has been exceeded, the rakes will ascend linked to the chain,
keeping the residue on the rake to the expected height of discharge.

3.9.No motor or electrical actuator will be necessary to clean the rake on the top on the
cycle, the tilting structure with scraper will unload the scum from the rake.

3.10. Flows: max = 85 m3/hr

3.11. Bar screen screening gap = 15mm

3.12. Rods thickness: 10mm
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3.13. Speed of rake will be 4,5 m/min
3.14. Loading capacity per meter channel width is 200K g
3.15. Scum discharge level above the upper room floor = 2,072mm this dimension

needs to be according to the existing building. This height takes into account that the
rubbish will go to a conveyour that will discharge in a container which top level is
1350mm from the floor .
3.16. The bar screen will have 8 front rakes.
3.17.The inclination of the bar screen will be 80° in order to reduce the space needed on the
roof.
3.18.The frame should be monoblock in order to be manipulated with no risks for the
alignment of the materials.
3.19.The chain will be protected by plates on the side to prevent the entry of rags.
3.20.The conveyor type TP will be placed horizontally behind the bar screen on the
maneuvering floor to unload directly on the container with no elbows, lean or angles.
3.21. All maintenance work will be done on the top level of the bar screen with no need to
enter the water.

Operational method

4.1. The bottom side of the bar screen rods grid will be “J” shape in order to prevent dead
points where scum can be accumulated

4.2. The bar screen will be supplied with level sensor, differential ultrasonic water level, in
order to alert from water raising due to blockage.

4.3. The bar screen will have an electro mechanical spring overload protection on the racks
to prevent damage to the racks systems. In case an overload, the PLC will change the
operational direction of the rakes for a few seconds in order to attempt again in normal
direction.

4.4. The bars will be rectangular shape with max flow no more than 1 m/sec in clean water.

4.5.1t will be necessary to program the PLC in order to move the rakes for a period of time
longer than needed so the rakes will not have scum on them.

4.6. The conveyour will stop later than the bar screen in order to allow rubbish to reach the
container.

4.7. The bar screen will start for at least 2 complete cleaning cycles every hour in case there
is no need to be working. It will ensure that the scum and rags don’t decant on the
bottom

Material of construction

5.1. Al parts will be at least of SS 316. Drive shaft material will be Stainless steel AISI-420.

5.2. Bottom bearings will be Solid Ceramic (Si3N4); all for at least life time of 4,500
working hours.

5.3. Drive - not screw gear will be allowed; electrical motor — 50hz, 3 ph., IP65; All
electrical drive system will be explosion proof level DIV 2 CLASS 1

5.4. Chain tearing force - not less than 112KN

5.5. The rakes will be fastening to the racks by screws, it will be able to dismantle for
replacement when needed.

5.6. Screw material of construction could be ST-52 (equivalent S355JO)

5.7. All the materials should be provided from European Countries, no Turkish, Chinese or
Indian supplies will be accepted.

5.8. The sweeping cleaning the racks from the scum will be able to be replaced and will not
be solid part of the bar screen.
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5.9. The bar screen will have a spring mechanism between the drive gear and the screen

frame that will be extend relative to the gear moment or an electrical over load

protection mechanism.

5.10. The bar screen will be supplied with control panel for complete operational

control, including all the contactors, PLC etc. All the equipment in the control panel

will be from EATON, ABB, SCHNEIDER ELECTRIC or equivalent, conform to

Israeli standards.
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General characteristics

Model e RED

Channel width..._...................iiee. 1100 mm
Useful width, ... e s s B00 mm
Channel height. ... 1200 mm
Waterlevel ... 1.000 mm
Manauvering floor. ... 8.600 mm
Discharge height from bottom channel.................... 11672 mm

Useful pass. ...
INElinELION. s

Dregree of clogQing.. ... e

15
an®
30 %

b
L Ll 4L

l
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Scope of supply and technical specifications:
PROIB. . o oocsirinnnssnsiosssnnisanissaissustnnsanirisusssrins sussssaanirinsssis Rectangular
BOE OBBUONN: - icxssunws miusayiadito s susnnsihas danicis s a g ClA aR oHs U AEAR 50x10 mm
DY NN o s ccnscnnecomawnionaynan conwsaaxnntasuy ancavayaryansn ayunse 2.000 mm
Bar height. ... ..o 1.932 mm
B IO .o s e diih i i eesvanaste s ah o dnaaesmayaunevsaanas sobi Stainless steel AISI-316L
Bar:protection. . i cisiaimin il nanERh R Es Program n® 5
Dischargeplate
BARDBIIAL: . cv:0: cvsnsues ssnnimainassis sinonainivisnsioi iainuasi s i anssens Stainless steel AISI-316L
OB (a2 vt a8 0rmaasiars annnsnsne sntasn sduysensysmera ns Sxas A aRESS Program n° 5
Frame
(B, | B e A P ST U T e TSR+ 2 ks Monobloc with front inspection covers.
Mateplal: ;oo min i e R N LR Stainless steel AISI-316L
PEORCOHION . i s s ci i 55 o o SRR S MRS S o s SO SIS SAV L Program n® 5

Loading capacity per meter channel width........................... 200 kg
Rake matenal. . Rk e e e Stainless steel AISI-316L
Rako protection: .. i : i v et s sumagiitiastans Program n° 5
Rakecleaningunit
B (T Tilting structure with scraper
L 1 PR R P O S R IAeod Stainless steel AISI-316L
3 T e ROt A OOt SRAT O o AR A OO, Program n° 5
Strapermatenial.. .. na R SRR R G e Nylon
Transmission (rake movemeny)
TIDBY . oo aoan K68 RE 5088 SRS B S S RN SR 834 SHA SRR By chains side and bottom guided
Drive wheels material.............c..oeovvviveiririeerernannie e, Stainless steel AISI-316L
Chains Material..........cooeiummireeeeciie e e e e e ee e eeeaans Stainless steel AISI-316L
DIV SN RN . X i i ubans s aaed st sas s dfeivabass s as An35s Stainless steel AlSI-420

IVOROT POMBE . o b s s o L e s R NS 0,75 kW
Maximim: MOotOr SPORd.:... . ccuiu iiiiiiniisienmmrassssnismsasivse 1.500 rpm
Operating voltage and freqUeNCY..............c.vvvieveenncerennninns 3PH / 380V / 50Hz
Degree of ProteCtoN. .. ..ciicissassssisassssssnssisssrsssansanssssssssons IP-55
INSIHARON CRABS.c ouuiioesvessusivivivenssassnsnsisrsssvivaiiasssninisnsasss Class F
Output speed (APFOX.).......uviiiiiiiiirieiiriiiiniiis s e 6.5 rpm
Chain
Type M-112
Tearing force of the chain KN 112 KN
Fasteners
RO Or S o s i S R Y T AR T S ot Ad
Bearings
Bottom Bearing Solid Ceramic (Si3N4)

Top Bearing UCFC-209 Inox
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General characteristics
Transport length.........cocevvevviei e 3,500 mm
Tt =T o
Capacity........coeceviiiiieies e 20 M3Mh

Scope of supply and technical specifications:

Channelshape............occoooiiiiiiiiiiieeeeeenen .., ArtES3 260
Drainage..............oiiiiiiiieeee..... DN5S0D

Anti wear cradle thickness.................................B mm
Material...........ooooi e e ane . Stainless steel AISI-316L
Antiwear cradlematerial........................................ UHMWPE

TP i eee . COTElESS
Material........cccooiiiiiiii e .. SHEINNESS Steel AISI-316L

L= SO UPRUDTSRTPURPSPUPRRNN » o+ s 1= g
Material........oooiiiii e STAINlESS StERl AISI-316L
ProteCtion...........c.ccvevveeeeceeeceeeeieeeeieeeeeeeeesennnn.. Programn® 5
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2.- Surface treatment specifications

GENERAL

All the incorporable elements (motors, reducers, bearing supports, etc.) painted according to the
manufacturer's procedures.

PROGRAM 1
Submerged parts or parts with intermittent contact with seawater or rest of water except drinking water:
Grade of protection: ISO 12944 Im3
Sa2 ': grade abrasive blasting according to ISO 8501
Primer: Universal epoxy anticorrosive Sigmaprime 200 of PPG. Thickness = 100 micron
Top coat: Offshore polyamine adduct-cured epoxy Sigmashield 880 by PPG. Thickness = 300 micron
Total thickness of the procedure = 400 micron
Standard colour: Black

PROGRAM 2

Aerial parts in maritime areas:
Grade of protection: ISO 12944 C5-Very high
Sa2 ' grade abrasive blasting according to 1ISO 8501
Primer: Zinc silicate epoxy Sigmazinc 105 of PPG. Thickness = 60 micron
Middle coat: Epoxy polyamide with zinc phosphate Sigmafast 278 of PPG. Thickness = 160 micron
Final coat: High-solids aliphatic acrylic polyurethane Sigmadur 550H of PPG. Thickness = 50 micron
Total thickness of the procedure = 270 micron Standard colour: Blue Coutex (RAL 5019)

Aerial parts in other areas (without high concentration of specific agents)
Grade of protection: ISO 12844 C4-High
Sa2 ' grade abrasive blasting according to 1ISO 8501
Primer: Zinc epoxy Sigmazinc 105 of PPG. Thickness = 75 micron
Final coat: High solids zinc phosphate polyurethane Sigmafast 210 of PPG. Thickness = 75 micron
Total thickness of the procedure = 150 micron Standard colour: Blue Coutex (RAL 5019)

Submerged parts or parts with intermittent contact with drinking water, being particularly important the non-
toxicity of the components of the coating.

Sa2 '; grade abrasive blasting according to ISO 8501

Application: Solvent-free epoxy coating for drinking water Sigmaguard CSF 585 of PPG. Thickness = 400 micron

PROGRAM 4
Hot-dip galvanized according to standard UNE 37501.

PROGRAM 5
Program of surface protection for Stainless steel
Abrasive blasting with corundum or microsphere + One coat of colourless water-based polyurethane varnish

PROGRAM 6

Cleaning, pickling and passivation of welds

* Coutex reserves the right to use products from other manufacturers following equivalent procedures *
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